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The CBF will ensure all CBF resources and data receive adequate password protection.

Background
Support Team members and volunteers at the Community Broadcasting Foundation (CBF) must access a variety of Information & Communications Technology (ICT) resources, including computers and other hardware devices, data storage systems (both online and offline), and other accounts to complete their CBF-related work. Passwords are a key part of our strategy to make sure only authorised people can access those resources and data.

All Support Team members and volunteers who have access to any of those resources are responsible for choosing strong passwords and protecting their log-in information from unauthorised people.

The policy covers all Support Team members and volunteers who are responsible for one or more accounts or have access to any CBF resource that requires a password.

This password policy provides guidelines for password selection to assist all users in selecting an appropriate password.  Because passwords are the first line of security to all of the data made available on the CBF network they should be kept secure and remain unshared with any other employees. 
Passwords are the entry point to our ICT resources. Protecting access to our resources is pivotal in ensuring that our systems remain secure. To minimise the risk of data breaches we must be diligent in guarding access to our resources and protecting them from threats both inside and outside our organisation.

This policy applies to passwords for CBF-managed ICT systems, not personal ICT systems but operates as a guide for broader personal use.

This policy should be read in conjunction with the CBF Privacy Policy; CBF Data Breach Procedure and Response Plan; and Out of Office Email Guidelines and Records Management Policy.

Practices
Protecting passwords
· Passwords for all systems are subject to the following rules:
· Individuals may never share their passwords with anyone, including staff, volunteers, ICT contractors, etc.  - everyone who needs access to a system will be provided their own unique password.
· No personal passwords are to be shared in order to "cover" for someone out of the office. The Support Team member with responsibilities for ICT systems  and/or contracted ICT service providers  will be able reset passwords or access ICT systems as required.
· Individuals should be vigilant and cautious and take steps to avoid phishing scams and other attempts by hackers to steal passwords and other sensitive information.
· Individuals must refrain from writing passwords down and keeping them, displayed or concealed, at their workstations.
· Individuals may use password managers, wallets, or other secure tools to help store and remember passwords. 
· Support Team members must utilise the Dashlane Business password manager provided for all CBF passwords.  
· A list of shared login details, including passwords, for CBF ICT systems will be maintained within Dashlane by the Support Team member responsible for that system and shared with all Support Team members as required..

Password creation
Passwords should meet the following guidelines:
· Passwords should not contain your personal information such as your name, address, date of birth, username, nickname, or any term that could easily be guessed by someone who is familiar with you. 
· Passwords should avoid basic combinations that are easy to guess such as “password,” “password1″ and “Pa$$w0rd” .
· Passwords should be reasonably complex and difficult for unauthorised people to guess.
· Passwords should be at least eight to ten characters long (or the maximum permissible characters where a lower character limit applies) and contain a combination of upper and lower-case letters, numbers and special characters where possible.
· Individuals may not use a password that they are already using for a personal account.
· If the security of a password is in doubt– for example, if it appears that an unauthorised person has logged in to the account — the password must be changed immediately.
· Default passwords — such as those created for new employees and volunteers when they start or those that protect new systems when they’re initially set up — must be changed as quickly as possible.
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